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We can confirm that early this year we saw the largest
ransomware payment ever at $75M. The "big game
hunting" trend we discussed in our 2024 crime report -
fewer attacks on larger targets with deeper pockets - is
becoming more pronounced.
chainalysis.com/blog/ransomwar...
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is anyone there to help us? we still want to have a conversation with someone but only if it is with
someone who is going to be professional.
HIDE ? 4 days ago

We gave you the price. It is reasonable and offensive.

HIDE 4daysagoe v

huh? offensive?

HIDE ? 4daysago

Once again, we examined all financial documents, bank statements for the last year, insurance.
And came to the conclusion that you are exaggerating about your poor financial condition. We also
calculated your possible losses from lawsuits from both your staff and your students for the
leakage of their personal data. These fines will well exceed $ 30 millions. We are not talking about
the loss of reputation, which in our opinion costs much more.

HIDE 4daysago v

sir, we dont have a financial condition. you did not attack a business or a company. this is a state-
funded school. our salaries are paid by taxing the people that live in the state. we do not sell
products or receive revenue like a company

HIDE ? 4 days ago

maybe you have us confused with someone else, because our files should clearly show you this
HIDE 2 4 days ago

One more time, we examined all previously and offer a realistic price to you.

HIDE 4daysage v

sir please you are not hearing me. this is NOT a business with profits. we operate much like a
charity operates. you know how a charity only runs on donations? it is similar to us. we are not a
charity, but we are a school that is donated a limited amount of money by the government every
year with all spending decided on before we spend it.

HIDE ? 4 days ago

One more time, we examined your finance.
HIDE 4daysage v

then give a real price, not 15 million or 30 or 40 million. i am not asking for a discount, i am asking
you to review the correct documents and give a new, correct price based on reality. then i will know
you are treating this as a professional

HIDE ? 4 cays ago

We know that it is realistic price for you.

HIDE 4daysago v

what makes you think this? i am trying my hardest to explain why you have the wrong information.
if you cannot listen to me and admit you gave the wrong price to start, then we have nothing more
to discuss which is disappointing because we did want to reach some kind of agreement

HIDE 2 4 days ago

We wrote you previously. We examined your financial statements.
HIDE ddaysago v

Do not waste our time. We are starting to create your profile on our web site and upload private
data on it. We could not wait forever.
HIDE 4 days ago

Your data uploaded and ready to be published:
https://
https://
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Update: Some applications are
experiencing connectivity issues. FEETRIEELRA: XNEEEBRELSIENRE

Incident Report for Optum Solutions 51CTO P T TR = TR AR SE)
EFDPE ===k
& Ezm' : ”gﬂ ?R{L‘Fﬁunﬁ AE;&E@E miﬂ FBI BEDTREREFDE, RARBERETR, DALNRE; XAIRFREBTSIEEES
. I " - ~ ' (#81.5(Z70) seH="2uReE, EREEKRIISEESSIRESEATT, BRASINMEAFHERIA.

Update Change Healthcare is experiencing a cyber security

issue, and our experts are working to address the matter. - e 48 2024-03-08 16:09:39 -

Once we became aware of the outside threat, in the

interest of protecting our partners and patients, we took e EN 9 MRS

immediate action to disconnect our systems to prevent
further impact. At this time, we believe the issue is

specific to Change Healthcare and all other systems ZE=, BlackCatALPHV (i) $FIRIHAMENANSAEMREETT HEESRIIER, %2
across UnitedHealth Group are operational. The FEN"GC MR EER, B HERHgoKK, =Rt HEE500h = oMR S EEE

disruption is expected to last at least through the day.
‘We will provide updates as more information becomes

available.

Posted 4 hours ago. Feb 22, 2024 - 22:05 EST

Change HealthcareiIji: LS FIEES S SEEE R I E

RIEERZE AT REHMEHRITH—INIR 150002 HEBENEHAE, B8 —FHNPRREZEE (I TES, BERENSZ—7TEXK
BT iR, BI3%SEXEHE. BMENSBILHES FROUKDREREER, BEARSEMERFUGHEARERFE, HEREERFE
DEEBEEIIRERIE. IBESAOIKEEEERE, RMSSH. BRPRSA.
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Vinchin Secure Backup Framework

vinchin

i 2 2 i 2 2 R 2
PRDRK =HIRRA SMIN | Rz 2 R PRERE
EEIR5 RTO. RPOB#x KE SIS
HigshE =&
ST DRKRE RN
ZeEH SCATEZE
BEDHR NEIRS =T ZEeRE

EZEHMIELZR (Vinchin Secure Backup Framework) 88905 %. &0RF. LR, MEmA, REKRES1MED, X

MRWEAEMRIMTHEEEL SRR, FHAPSSIEE. RE. KERE,

4RI

RAEERD B RERSERI S T S5 IRK.



| EBESRZEFDINRIME

SSRIORY ZoPiFRYESR
(59 FanxTELN? 0O HAKIE
bS5 BEIREND? @9 HAAE
=) AL IRAIR £ @O HAAIE
(9 3% *r—ems 9 ...

ZERERA—T

DAL SRR

vinchin

PV GE SV Hith 5 =8
@—aﬁimz ATLAF 6~ soeEE
@%ﬁ%ﬁ’ﬂ, BT @ XAMREHEES

@ﬁwmmu@, R 6~ BaKH EARERE

Co Rk R NS

IGIERRZEa M



vinchin




